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1	Decision/action requested
This contribution proposes to change the security threat comparisons to TR 33.926 of all types for GVNPs..
2	Rationale
Compared to the security thrats in the TR 33.926, some different threats about information disclosure were proposed. So, the security threat comparisons to the TR 33.926 shall also be updated. 
This contribution proposes to change the security threat comparisons to the TR 33.926 of all types for GVNPs.
3	Detailed proposal
****************** Start of the first change ******************
5.2.4.2.2.10 Summary of threats for GVNP of type 1
The threats for GVNP of type 1 can be compared to TR 33.926[3] and summarized as following:
	Threat Category
	Detailed threat
	Comparison to TR33.926[3]

	Threats relating to 3GPP-defined interfaces
	-
	All threats can be applied.

	Threats relating to ETSI-defined interfaces
	-
	New threats:
-	The threats on interface between 3GPP VNF and VNFM
-     The threats on interface between 3GPP VNF and virtualisation layer

	Spoofing identity
	Default Accounts
	Threats can be applied with difference that access through VNC instead of physical console interface.

	
	Weak Password Policies
	Same as above.

	
	Password peek
	Same as above.

	
	Direct Root Access
	Threats can be applied.

	
	IP Spoofing
	Threats can be applied with difference that objective is VNF instead of computer.

	
	Malware
	Threats can be applied.

	
	Eavesdropping
	Threats can be applied.

	Tampering
	Software Tampering
	Threats can be applied.

	
	Ownership File Misuse
	Threats can be applied.

	
	Boot tampering for GVNP of type 1
	Different threats. See detail in clause 5.2.4.2.2.5.3.

	
	Log Tampering
	Threats can be applied.

	
	OAM traffic Tampering
	Threats can be applied.

	
	File Write Permissions Abuse
	Threats can be applied.

	
	User Session Tampering
	Threats can be applied.

	Repudiation
	Lack of User Activity Trace
	Threats can be applied.

	Information disclosure
	-
	Different threats. See detail in clause 5.2.4.2.2.7.4 and 5.2.4.2.2.7.6.All threats can be applied.

	Denial of Service
	-
	Different threats. See detail in clause 5.2.4.2.2.8.

	Elevation of privilege
	-
	All threats can be applied.


****************** End of the first change ******************

****************** Start of the second change ******************
5.2.4.3.2.7 Information disclosure
The threat in all sub-clauses of clause 5.3.6 for TR 33.926[3]5.2.4.2.2.7 also applies to GVNP of type 2.
5.2.4.3.2.8 Denial of Service
The threat in all sub-clauses of clause 5.3.7 for TR 33.926[3] also applies to GVNP of type 2.
In addition, all text from clause 5.2.4.2.2.8 also applies to GVNP of type 2 in decoupling scenario.
Editor’s Note: Additional threats are FFS.
5.2.4.3.2.9 Elevation of privilege
The threat in all sub-clauses of clause 5.3.8 for TR 33.926[3] also applies to GVNP of type 2.
5.2.4.3.2.10 Summary of threats for GVNP of type 2
The threats for GVNP of type 2 can be compared to TR 33.926[3] and summarized as following:
	Threat Category
	Detailed threat
	Comparison to TR33.926[3]

	Threats relating to 3GPP-defined interfaces
	-
	All threats can be applied.

	Threats relating to ETSI-defined interfaces
	-
	New threats:
-	The threats on interface between 3GPP VNF and VNFM
-     The threats on interface between 3GPP VNF and virtualisation layer
-     The threats on interface between virtualisation layer and VNF 
-     The threats on interface between virtualisation layer and hardware
-     The threats on interface between virtualisation layer and VIM

	Spoofing identity
	Default Accounts
	Threats can be applied with difference that access through VNC instead of physical console interface.

	
	Weak Password Policies
	Same as above.

	
	Password peek
	Same as above.

	
	Direct Root Access
	Threats can be applied.

	
	IP Spoofing
	Threats can be applied with difference that objective is VNF and virtualisation layer rather than computer.

	
	Malware
	Threats can be applied.

	
	Eavesdropping
	Threats can be applied.

	Tampering
	Software Tampering
	Threats can be applied.

	
	Ownership File Misuse
	Threats can be applied.

	
	Boot tampering for GVNP of type 2
	Different threats. See detail in clause 5.2.4.3.2.5.3.

	
	Log Tampering
	Threats can be applied.

	
	OAM traffic Tampering
	Threats can be applied.

	
	File Write Permissions Abuse
	Threats can be applied.

	
	User Session Tampering
	Threats can be applied.

	Repudiation
	Lack of User Activity Trace
	Threats can be applied.

	Information disclosure
	-
	Different threats. See detail in clause 5.2.4.2.2.7.4 and 5.2.4.2.2.7.6.All threats can be applied.

	Denial of Service
	-
	Different threats. See detail in clause 5.2.4.3.2.8.

	Elevation of privilege
	-
	All threats can be applied.


****************** End of the third change ******************
5.2.4.4.2.7 Information disclosure
The threat in all sub-clauses of clause 5.2.4.2.2.7 5.3.6 for TR 33.926[3] also applies to GVNP of type 3.
5.2.4.4.2.8 Denial of Service
All texts from clause 5.2.4.3.2.8 also apply to GVNP of type 3.
Editor’s Note: Additional threats are FFS.
5.2.4.4.2.9 Elevation of privilege
The threat in all sub-clauses of clause 5.3.8 in TR 33.926[3] also applies to GVNP of type 3.
5.2.4.4.2.10 Summary of threats for GVNP of type 3
The threats for GVNP of type 3 can be compared to TR 33.926[3] and summarized as following:
	Threat Category
	Detailed threat
	Comparison to TR33.926[3]

	Threats relating to 3GPP-defined interfaces
	-
	All threats can be applied.

	Threats relating to ETSI-defined interfaces
	-
	New threats:
-	The threats on interface between 3GPP VNF and VNFM
-     The threats on interface between 3GPP VNF and virtualisation layer
-     The threats on interface between virtualisation layer and VNF 
-     The threats on interface between virtualisation layer and hardware
-     The threats on interface between hardware and virtualisation layer 
-     The threats on interface between virtualisation layer and VIM
-     The threats on interface between hardware and Virtualised Infrastructure Manager (VIM)

	Spoofing identity
	Default Accounts
	Threats can be applied with difference that access through VNC instead of physical console interface.

	
	Weak Password Policies
	Same as above.

	
	Password peek
	Same as above.

	
	Direct Root Access
	Threats can be applied.

	
	IP Spoofing
	Threats can be applied with difference that objective is VNF and virtualisation layer in addition to computer.

	
	Malware
	Threats can be applied.

	
	Eavesdropping
	Threats can be applied.

	Tampering
	Software Tampering
	Threats can be applied.

	
	Ownership File Misuse
	Threats can be applied.

	
	Boot tempering for GVNP of type 3
	Different threats. See detail in clause 5.2.4.4.2.5.3.

	
	Log Tampering
	Threats can be applied.

	
	OAM traffic Tampering
	Threats can be applied.

	
	File Write Permissions Abuse
	Threats can be applied.

	
	User Session Tampering
	Threats can be applied.

	Repudiation
	Lack of User Activity Trace
	Threats can be applied.

	Information disclosure
	-
	Different threats. See detail in clause 5.2.4.2.2.7.4 and 5.2.4.2.2.7.6..All threats can be applied.

	Denial of Service
	-
	Different threats. See detail in clause 5.2.4.4.2.8.

	Elevation of privilege
	-
	All threats can be applied.



****************** Start of the third change ******************

